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1
Decision/action requested

This pCR proposes a solution for key issue #1 “Efficient frequent small data transmissions” and key issue #2 "integrity protection of small data" for sudty item on evolution of Cellular IoT security for the 5G System.
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3         Rationale

In TS 33.861 [1], key issue #1 discusses efficient frequent small data transmissions, and key issue #2 discusses integrity protection of small data. This pCR proposes a solution to reduce the integrity protection overhead if the integrity protection is applied to the UP. This solution is relevant when the size of the payload data is small.
4
Detailed proposal

***** Start of Change *****
6.z
Solution #z: Efficient integrity protection for frequent small data transmissions

6.z.1
Introduction

This solution addresses the key issue #1 "Efficient frequent small data transmissions" and the key issue #2 "Integrity protection of small data". This solution reduces the overhead of MAC-I (Message Authentication Code-Integrity) included in the small data when integrity protection is applied in the UP. The relative overhead of MAC-I is high as the payload size is small, and thus it decrease the effective user data throughput. The proposed solution decreases the overhead by calculating and transmitting one MAC-I for multiple small data. 
6.z.2
Solution details

As shown in figure 6.z.2-1, MAC-I is calculated for the set of N data as a single unit. All data 1 through N are input to the integrity function along with security key and other parameters such as counters or an algorithm identifier. Then each of data 1 to data N is sent to the receiver individually.  The value of N can be defined as a fixed value or dynamically adjusted depending on the various circumstances (e.g. traffic type, traffic load).

Figure 6.z.2-2 illustrates this solution. Data 1 through N-1 are sent without MAC-I, and MAC-I is inserted in the last data unit (i.e. data N) only. This MAC-I represents the integrity of the entire series of data 1 through N instead of individual data having its own MAC-I. 

In order to indicate whether the transmitted data includes the MAC-I or not at the receiver side, one of the reserved bits (bit E in the figure) in PDCP header is used. The value of E=0 is set when the MAC-I is not included (i.e. data 1 through N-1), and the value of E=1 is set when the MAC-I is included (i.e. data N only). The receiver side stores the data 1 through N and apply the integrity protection check using the content in MAC-I for the entire series of data 1 through N.

Furthermore, another reserved bit (bit P in the figure) indicates the priority of of the payload content. The transmitter sets the values of 0 and 1 when the priority is low and high, respectively. If the received PDCP message contains P=1, then the receiving side is required to verify the integrity of the message by checking against the MAC-I. If the received PDCP message contains P=0, then the integrity checking of the received message is not mandatory and is left up to the receiver side by taking into account its operating condition such as the data rate or its processing load. This handling allows the receiving side to further save the processing power. The P value is the same for entire series of the data 1 through N.
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Figure 6.z.2-1 Efficient integrity protection for small data transmission
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Figure 6.z.2-2 PCDP PDU format for efficient integrity protection

6.z.3
Evaluation

This solution reduces the overhead caused by MAC-I by aggregating multiple N data into a single integrity protected unit. 
This solution implies that, in the receiving side, all data 1 through N needs to be received before the integrity check can be done. Also, all data 1 through N need to be discarded if the integrity check fails. However, this impact can be mitigated by determining an optimal value of N. 
Furthermore, the priority bit in the PDCP header enables the receiving side to save processing resource (thus power consumption in the UE in the DL traffic) by allowing the device to determine whether to verify the receivedMAC-I or not depending on its operating condition.
***** End of Change *****
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